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I
N April 2016 the European Union 
announced that the General Data 
Protection Regulation (GDPR) will come 
into force on 25 May 2018. The GDPR will 

replace the current Data Protection Act 1998, 
and even though Brexit is on the horizon, 
it is likely that any future reform of UK data 
protection law will take much the same tone 
as the GDPR. Here we identify some of the 
key changes made, and some simple steps to 
be taken to prepare for them.

• Privacy Notices – while it is an existing 
requirement to provide Privacy Notices, the 
GDPR will require more detailed information 
to be provided (for example, details of any 
automated profiling undertaken including logic 
involved, the period for which the data will 
be retained, an explanation of data subject 
rights, and the legal basis for processing the 
data) must be included. 

• Privacy by Design – data protection 
principles must be incorporated both 
technologically and through operating 
policies, i.e. data protection can no longer be 
an afterthought. Data privacy risks must be 
properly assessed, dealt with and maintained. 
This will be particularly important in high risk 
areas such as using data for profiling, and 
automated decision making.

• Profiling and Automated Activities – 
profiling activities will need to be justified, 

and data subjects must be informed. Data 
subjects will have the right to object to solely 
automated decision making that significantly 
affects them.

• Data Protection Officers – will be a 
legal requirement in organisations which 
conduct high-risk activities (including 
systematic or large scale sensitive data or 
profiling/evaluation activities which are often 
undertaken throughout the credit cycle). 
 
• Obligations of Data Processors – while 
data controllers will remain responsible for 
their activities, data processors will now have 
obligations under the GDPR (including in 
relation to data security) and will be subject to 
corresponding penalties for non-compliance. 
Mandatory provisions for data processing 
contracts will also be introduced, meaning this 
change will impact both data controllers and 
data processors.

• Breach Reporting – breaches must be 
reported to the ICO without delay (and within 
72 hours of the breach), and to individuals 
where the breach is likely to pose a high-risk 
to them.

• Data Subject Rights – the GDPR will 
introduce increased rights for data subjects, 
including amongst others, rights to object 
to certain types of processing, and to 
withdraw consent, both of which could 
have a significant impact on the ability of 
organisations to process personal data.  

• Penalties – perhaps the biggest headlines 
belong to the increase in the maximum 
penalties which may be imposed. The ICO 
may now impose fines for infringements 
upto the greater of four percent of worldwide 
turnover or 20 million.

How to prepare?
A number of simple steps can be taken now to 
prepare your organisation for the introduction 
of the GDPR: 

1. Establish a framework for compliance – 
put in place clear policies and procedures to 
prove that the required standards are met.

2. Embrace Privacy by Design – ensure that 
compliance requirements are incorporated at 
the outset of any new project.

3. Identify the legal basis for processing 
personal data – is consent relied upon for 
processing, or can you show that you have 
a legitimate interest in processing the data 
which is not overridden by interests of the data 
subject? The basis for processing will need to 
be documented for each use of personal data.

4. Check and update Privacy Notices 
and policies – additional information will 
likely need to be included, in clear and plain 
language, to meet the new requirements.  

5. Be prepared for data subjects to exercise 
their rights under the GDPR – and put 
processes in place – these can often be more 
burdensome than first envisaged.

6. Consider the flow of data between 
different organisations – can you be certain 
that an introducer has adequately informed 
a data subject of all the information required 
at the outset? Are your contracts with data 
processors adequate?

� Andrew is part of DWF's Commercial and Data 
Protection team in our Leeds office, who are 
experienced in steering clients along the path of 
data protection compliance. Before joining DWF 
in 2015, Andrew worked in-house at a credit 
management services provider and is familiar 
with the challenges faced by businesses in the 
credit management sector.

This information is intended as a general 
discussion surrounding the topics covered 
and is for guidance purposes only. It does 
not constitute legal advice and should not 
be regarded as a substitute for taking legal 
advice. DWF is not responsible for any activity 
undertaken based on this information.
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The GDPR introduces a new data protection framework for the UK (and EU).  
Explore what you can do now to prepare.


