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A. Background  
 
Card Not Present (CNP) fraud involves the use of financial and personal details that have been 
fraudulently obtained through stolen cards, or those compromised via scam emails and calls or 
digitally by malware and data hacks. The card details are then used to make fraudulent 
purchases remotely via the internet (ecommerce), or via mail order or telephone channels. 
 
Whilst CNP fraud losses continue to fall in real terms (GBP £) as well as on a fraud to sales basis, 
industry is committed to working with Government and law enforcement to further reduce CNP 
fraud levels, with a focus on reducing the volume of victims. In 2016 there were around 1.4 
million cases of fraud, and latest data for the first half of 2017 showed a slight decline of 3% 
compared to the same period in 2016 (source UK Finance data).  In the same period CNP fraud 
directly cost UK financial institutions £432m, with further costs incurred for all stakeholders in 
processing these disputed transactions. The reduction of CNP fraud levels, both in terms of 
victims and the money going to criminals remains a priority for, industry, law enforcement and 
the regulator. 
 
While the card payments industry has invested heavily in fraud prevention, current activities 
are typically tactical in nature and further strategic change is required to drive a significant 
reduction in both the number of CNP fraud cases and the value of the losses. There is 
consensus between the card payments industry, the Government and other stakeholders 
through the Joint Fraud Taskforce1 (JFT) that further targeted action should be explored to 
reduce the impacts from CNP fraud. 
 

                                                       
1 The JFT was established by the then Home Secretary, Theresa May, in February 2016, to use collective powers, 
systems and resources to tackle financial fraud. 
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A work-stream has been established under the JFT to develop and deploy a set of collective 
initiatives, focused primarily on technology, to reduce CNP fraud across all channels (e.g. e-
commerce, mail order and telephone order).  The overarching aim of the CNP fraud reduction 
work-stream is:  
 

‘that consumers will be safer than ever before when using cards to purchase goods and services 
remotely. The goals are that fraud is reduced, transacting remains convenient, and retail sales 
continue to flourish. This approach will be supported by a package of technology and other 
measures developed under the Joint Fraud Taskforce that is aimed at enhancing security for 
consumers when they shop remotely. 

 
In October 2017, a project was initiated by UK Finance and Mastercard, on behalf of the JFT, to 
establish the feasibility of securing MOTO channels from CNP fraud. This consultation is part of 
this feasibility work and is therefore focussed solely on looking at securing MOTO channels 
against CNP fraud on a voluntary basis. 
 
The implementation of a new Secure Customer Authentication (SCA) process required under 

the EU’s revised Payments Services Directive (PSD2) is expected to have a significant impact in 

bringing down e-commerce fraud. Fraud reduction measures being considered include 

technology solutions that will leverage dynamic passcode or a form of biometric (e.g. 

fingerprint) authentication.   

Mail Order and Telephone Order (MOTO) transactions are not within the scope of this 

regulation.  Therefore, the JFT has proposed that the UK consider a voluntary extension of the 

authentication requirements to secure these channels as they represent a sizeable proportion 

of all CNP fraud. If left unaddressed there is also a risk that the mandated securing of e-

commerce channels will cause an increase in MOTO fraud as criminals look to exploit 

potentially weaker links in the commerce chain.  

 

B. Regulatory developments  
 

Recognising the continuing rise in e-commerce and, subsequently, the risk of increased fraud, 
there are several legislative changes at the EU level to tackle CNP fraud:  
 
Under PSD2, the European Banking Authority developed Regulatory Technical Standards (RTS) 
on Strong Customer Authentication (SCA) and Strong Communication (EBA RTS). The RTS puts 
flesh on the bones of the PSD2 SCA requirements detailing the authentication processes 
required in various situations. The onus is on the various parties in the payment eco-system 
delivering consistent effective authentication for payments whilst recognising merchants 
remain particularly keen to ensure that they can offer reasonably frictionless and user-friendly 
customer experiences.  
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While the provisions of PSD2 came into force from 13 January 2018, the new security and 
authentication measures set out in the RTS only become applicable 18 months later, assumed 
to be September 2019, although SCA regulation remains outstanding at the date of publication. 
A projected regulatory timeline can be found at Appendix 1. 
  
C. Rationale 
 
Taking a proactive voluntary approach to reducing CNP Fraud in MOTO transactions would help 
to reduce the overall volume and value of CNP Fraud.  This in turn reduces the funds available 
to organised crime, as the proceeds of fraud are often used to fund other activity such as 
human trafficking or the drugs trade.  By taking a voluntary approach to the issue, the sector 
would be working to improve customer trust and confidence in MOTO transactions. An industry 
led approach also has the advantage of: - 
 

 reduced number of victims; 

 improving customer outcomes by ensuring MOTO transactions are increasingly secure, 
but also quick and easy for consumers;  

 enables MOTO channels to remain trusted and consumer friendly; 

 industry collaboration – providing a consistent experience for the industry, retailers and 
users while avoiding the need for regulatory intervention;  

 helps stems a the risk of a shift in fraud from e-commerce with the advent of PSD2, to 
MOTO channels; and  

 retailer and payment industry reputation impacts reduced or improved.  
 

D. Potential Customer Experience 
 
Examples are provided below of the customer experience for secure CNP MOTO transactions. 
Please note, these are illustrative examples to aid the identification of implications.  
 
Telephone Order  
 
The merchant logs on to a web-based service (or 3DS requestor environment) to undertake the 
transaction and gathers cardholder information on a hosted web-page. The 3DS server will then 
initiate a “challenge window” on the host page to enable the issuer to authenticate the 
customer. See Appendix 2 for a diagrammatical representation of this use case. 
 
The cardholder interacts with the merchant on the telephone, which can be either a mobile or 
fixed line, as long as it supports touch-tone responses. The issuer then sends “challenge 
information” to the cardholder, which could be in one of a number of forms, such as: 
 

 a one-time passcode (OTP); or 

 other dynamic authentication such as a push notification to a phone capable of 
biometric authentication 
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The cardholder then provides this challenge information, i.e. an OTP, to the merchant who 
captures the information in the challenge window to validate the payment. However, if the 
cardholder was authenticated by their issuer through a solution such as a push notification to 
the cardholder’s phone (e.g. a biometric response) then the merchant will not be presented 
with a challenge window. 
 

Mail Order 

The form used by the merchant to capture the goods required and the usual details for 
checkout (i.e. PAN, billing and shipping address) could ask two additional questions: 
 

1. Email address; and  
2. Telephone number.    

 
If a telephone number is supplied the merchant can proceed in the same way as defined above 
for telephone order. If an email address is supplied, then the merchant turns the transaction 
into a standard e-commerce transaction by emailing the cardholder a web link to a ‘basket’ 
with all their payment details pre-populated. The cardholder would then check the details, click 
proceed and then be authenticated in the same way as if they had shopped online themselves. 
 
 
E. Identifiable Issues 
 
During November and December 2017, the project team met with 21 organisations covering 
Government and major retailers.  Below are some of the issues raised that will require further 
development, should a voluntary initiative be undertaken, between the merchants and the card 
payments industry: 
 

 Ownership and control of merchants’ customer experience due to the impact of 
individual card issuer CNP fraud processes; 

 Appropriate treatment of different customer segments and also to ensure access for 
customers identified as vulnerable;  

 Consideration of how to ensure access for customers with low engagement with 
technology; 

 The need for customer education to support customer behaviour change (though SCA 
and PSD2 rollout will drive much of this anyway); 

 The categorisation of MOTO transactions is inconsistent and, in some cases, MOTO can 
be used as a “catch-all category” for other, potentially large volume, card transaction 
types (e.g. mobile phone top-ups). 
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It should be noted that some customer experience improvement opportunities were also 
identified such as the potential opportunity to improve the “click and collect” customer 
experience with an improved customer authentication process. 
 
F. Technology and Timescales 
 
The EMVCo2 3-D Secure standard - 3DS, (adopted by the card schemes as Verified by Visa, 
Mastercard Identity Check, previously called SecureCode, and American Express SafeKey), 
enables online card payment transactions to offer SCA solutions.  This will also help ensure that 
online card payment transactions align with the new standards expected under PSD2.  
 
Version 2.0 of the standard has been developed for e-commerce channels and will be available 
for merchants to adopt from July 2018 with the related SCA enforcement coming in to effect in 
September 2019. Details of V2.1 can be found at https://www.emvco.com/emv-
technologies/3d-secure/. 
 
Version 2.2 of the standard, which is a minor variant of V2.1, is expected to support MOTO 
channels, which takes in to account that it is a third party, not the cardholder themselves, 
inputting the payment transaction data. The draft specification for V2.2 is expected to be 
available in June 2018, with the final specification issued at the end of 2018.  Although this is 
the current understanding it must be noted that ownership of this standard rests with EMVCo 
and timelines are controlled by them and subject to change.  See Appendix 1 for the proposed 
project and 3DS timelines. 
 
 
 

                                                       
2 EMVCo facilitates worldwide interoperability and acceptance of secure payment transactions through the 

development of standards adopted by the global card payments industry. EMV stands for Europay, Mastercard, 
and Visa, the three companies  
that originally created the standard. 
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G. Forecast and Assumptions  
 
The finance industry has been asked to provide a view on a forecast for the levels of CNP fraud. The 
following section considers some potential outcomes based upon a number of assumptions. Views are 
sought on the assumptions made and forecasted outcomes. 
 
Several assumptions have been made regarding the growth of CNP spend (see Fig 1), based on the 
regular UK Finance Payments Forecasting Series, as published annually. These forecasts are not broken 
down by channel, but reflect cumulative card spending in total. We have assumed, based on current 
trends, that e-commerce spending by payment card (by value) will grow incrementally by 50% more 
than card spending in store. 
 

 
 
Fig 1: Forecast for value of CNP transactions (value shown as £M).  
 
PSD2/SCA is expected to have a material impact on the reduction of loss rates through the e-commerce 
channel, and Fig 2 shows the UK industry’s current forecast of the potential range of possible outcomes 
for CNP fraud levels. This forecast is as a result of a combination of collaborative Home Office (JFT) work 
and the ongoing industry activity implementing PSD2 SCA.   
 
Fig 2 presents a range of outcomes based on forecasted “best-case” and “worst-case” scenarios.  
Forecasting is based on predicted impacts to fraud loss rates (fraud/ sales ratio), which is the 
conventional approach to fraud measurement.  Please note this graph of fraud outcomes is only 
provided for the purpose of consultation. The figures presented should not yet be seen as an agreed 
position as the consultation process will be used to test a wide range of views on the likelihood and 
feasibility of the projections along with the assumptions, before providing an agreed view to the 
Government.    
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Fig 2: CNP Fraud – Potential Outcomes  
 
It should be noted that, given the relationship between fraud and underlying transaction values, a 
significant improvement in fraud performance may not necessarily translate into an absolute reduction 
in fraud losses, when compared year on year. This is because any improvements in reducing CNP fraud 
will be set against the context of an environment where there is also significant transactional growth in 
spend. For these reasons, it is recommended that the measure of fraud loss is based on a comparison of 
actual values against the baseline case. 
 
Several assumptions have necessarily been made in producing the chart, which we would welcome 
views on, namely: 
 

 That positive engagement from industry, including retailers, continues through the JFT initiated 
project activity 

 That no ‘show stoppers’ (such as prohibitive costs, or poor customer experience) are uncovered 
through the feasibility project that might delay the delivery of measures to reduce CNP fraud in 
the MOTO channels 

 The proposed technology updates are not cost prohibitive to retailers following a 3DS 2.1 
implementation 

 That relevant parties will comply with PSD2/SCA within the stipulated timelines. 
 
It is recognised that other factors could have a positive impact on the likely outcomes, including the 
development of new technologies (e.g. biometrics, such as face recognition) and “critical mass” (UK & 
EU), with consumers and retailers becoming comfortable and familiar with the new PSD2/SCA payment 
experience and with it an increased speed of adoption.   
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It may also be possible to work with fraud prone merchant sectors (UK & EU) and prioritise efforts to 
encourage those retailers to be early adopters of PSD2/SCA or other measures.  
 
E-commerce levels of activity being initiated outside the UK & EU will require monitoring, as they do not 
fall within the scope of PSD2/SCA regulations and fraud trends are expected to differ between those 
territories where PSD2 operates and those where it does not. It is likely that fraud solutions will be 
deployed by the card schemes across the globe with the same or very similar technology to the two 
factor authentication solutions that are being proposed to meet PSD2 requirements. 

  
Cumulatively, the inclusion of multiple assumptions inevitably results in a broad spectrum of possible 
outcomes. As the industry’s understanding of the likely impacts of the activities outlined above 
increases, it will be possible to narrow down the range of likely outcomes shown on the chart.  
 
In a worst-case scenario, with delayed implementation and circumvention of regulatory measures, it is 
forecast that fraud losses will increase to 15bps. The most likely prediction is that fraud losses reduce by 
30% to 9.8 bps by 2019. A very optimistic scenario is that fraud losses reduce by 50% to 7bps by 2019. In 
each of these latter cases, only half of the impact is assumed in 2018.  
 
 

G. Dashboard  
 
It is acknowledged that there are several ways in which fraud, and therefore the optimal 
objective and outcomes of the project, can be measured and that it is entirely possible that 
some measures may improve, while simultaneously others deteriorate. For that reason, it is 
proposed to report several different metrics measures, which can provide a good overview of 
how the various interrelated initiatives are impacting actual fraud losses. In addition, this will 
provide insight into the status of CNP fraud and will enable the industry to be responsive in its 
approach to tackling this evolving threat. It is proposed that reporting will consist of the 
following basket of measures: 
 

 Rolling 12-month fraud losses by volume and value (CNP total, e-comm, MOTO & other) 

 Fraud to turnover ratio at quarterly intervals (CNP total & e-comm, MOTO & other)  

 Projected savings against baseline loss projections  

 Number of fraud cases per quarter (derived) 

 Top 10 fraud contributing merchant sector categories per quarter  

 Most improved 10 merchant categories per quarter   
 
H. What you need to do 
 
Please send your responses to the following questions, by email, to  
richard.koch@ukfinance.org.uk  by 22nd March 2018 
 
All feedback will be anonymised and treated as confidential. 
 

mailto:richard.koch@ukfinance.org.uk
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Your feedback will be used to provide a view on the industry appetite and implications of 
adopting a solution to secure MOTO CNP transactions to the Government’s JFT by the end of 
April 2018.  
  
Consultation Questions 
 
Please note that due to the diverse nature of the audience not all questions are relevant to all 
recipients, please therefore respond to questions relevant to your organisation.   
 

1. Given your best estimates, what ratio of sales are conducted through mail order 
channels and what is the fraud to sales ratio in this channel compared to the e-
commerce channel?  
 

2. Given your best estimates, what ratio of sales are conducted through telephone order 
channels and what is the fraud to sales ratio in this channel compared to the e-
commerce channel? 
 

3. Do you agree it is possible to deploy a common CNP fraud reduction solution for MOTO 
channels that meets customer, merchant, card payment and Government needs? If you 
do not think it is possible to find a common solution, please explain why. 
 

4. Would you be willing to support the delivery of a CNP MOTO fraud reduction solution 
on a voluntary basis or do you believe it requires a regulatory framework?  
 

5. If voluntary, do you agree that industry should set a minimum standard of compliance, 
above and beyond what is in place today, for CNP fraud reduction in MOTO channels? - 
If not, please explain why. 
 

6. Are there certain customer circumstances (e.g. physical, mental or access barriers) 
whose needs, you believe, will require a different solution or response? If so, please 
identify these, and propose any alternative approaches to securing MOTO for these 
customers. 

 
7. Do you think that there may be a case to exclude certain retailers (note: not at retailer 

category level) from deploying an industry wide MOTO fraud reduction solution? If so, 
please give examples and detail the basis for this view - If not, please explain why. 

 
8. Do you agree that a targeted customer education communications programme for users 

of MOTO channels will be required to support the launch of any potential fraud 
reduction solutions? - If not, please explain why. 

 
9. If you are involved in deploying fraud reduction solutions, do you agree that 3DS 2.2 

represents the best technology solution to secure MOTO channels? - If not, please 
explain why and advise of any alternatives. 
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10. Do you agree with the proposed timelines? (finalise agreement on the approach in 

2018, launch solutions by end 2019) - If not, please explain why. (see Appendix 1 for the 
current timelines) 
 

11. Is the range of predicted fraud level outcomes (see Fig 2) reasonable and have the 
relevant assumptions been captured, given your current knowledge of the implications 
of deploying a MOTO channel fraud reduction solution? If not, please share your 
rationale. 
 

12. Based on your organisation’s experience, do you think the proposed ‘most likely 
outcome’ (Fig 2), of a 30% reduction in fraud (9.8 bps by 2019), is achievable? - If not, 
please explain why.  

 
13. Please provide any other comments that you feel should be considered in response to 

this consultation exercise.  

   



11 

Appendix 1: Project and Regulatory Timelines 
 
 

 
Figure 1: Proposed Project Timelines 

 

 
 
Figure 2: PSD2 and 3DS Timelines 
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Appendix 2: Use Case: Telephone order via an operator with OTP by text 
 

 
 


